
AD-AI04 103 ELECTRONIC SYSTEMS DIV HANSCOM AFB MA F/G 17/2
ASSESSMENT OF TACS-2000 CONCEPTS AND TECHNOLOGY.oU)
JUL 81 J K MORRIS

UNCLASSIFIED ESD-TR-81-140 NL

1h h h'mlI
IIIIIIIIIIIIII

IIuuuuumuuuuuu
mhhmhmhhh



r/

ESD-TR-8 1-140

ASSESSMENT OF TACS-2000
CONCEPTS AND TECHNOLOGY

JOHN K. MORRIS, Maj. USAF

Deputy for Development Plans
Electronic Systems Division
Hanscom Air Force Base, MA 01731

July 1981 DTI

SEP 1 4 19

H

- Approved for public release;
distribution unlimited.

Prepared for

DEPUTY FOR DEVELOPMENT PLANS
ELECTRONIC SYSTEMS DIVISION
HANSCOM AIR FORCE BASE, MA 01731

8199



The Publi'c Affairs Office has reviewed this report, and it is releasable

to the National Technical Information Service, where it will be available

to the general public, including foreign nationals.

LEGAL NOTICE

When U. S. Government drawings, specifications or other data are used for any
purpose other than a definitely related government procurement operation, the
government thereby incurs no responsibility nor any obligation whatsoever; and
the fact that the government may have formulated, furnished, or in any way sup-
plied the said drawings, specifications, or other data is not to be regarded by
implication or otherwise as in any manner licensing the holder or any other person
or conveying any rights or permission to manufacture, use, or sell any patented
invention that may in any way be related thereto.

OTHER NOTICES

Do not return this copy. Retain or destroy.

REVIEW AND APPROVAL

This technical report has bren reviewed and is approved for
publica tion.

JOThiK. MORRIS, Major, USAF
Chief, C3 1 Architecture Division
Deputy for Uevelopment Plans

FOR 'CiE COMMANDER

A UNY NAP 1, Ie, USAF

Director, actical c31 Systems Planniny
Deputy for Development Plans

' ' '" "'' ' ' "____________________,_,____.___



Unclassified
SECURITY CLASSIFICATION OF THI1S WAGE (mI.on Does Botoe.d

REPORT DOCUMENTATION PAGE BFRE PNT1ITON

(1. RESDOXTR-UM 42. GOVT ACCESSION NO. 3. RECIPIENT'S CATALOG NUMMER

4. TITLE f'E~tf.S. TYPE OF REPORT & PERIOD COVERED

AS-SESSMENT OF /)ia
MIM-NCEPTS AND TEMMIPMJGY

Majildhn K. )Morris

S. PERFOMN OAIZATfON NAME AND ADDRESS 10. PROGRAM ELEMENT. PROJECT. TASK

Deputy tor Development Plans (ESD)/XR) AESORUITNl4)iR

Electronic Systems Division PE b3789 Pro) 4 78,
Hanscom Ai'B, MA 01731- /

1I. CONTROLLING OFFICE NAME AND AODRESS 12. REPORT DATE

Deputy for Development Plans (ESD/XR) 1/ July 1981
Electronic Systems Division 8L4001, 0PPAE
Hanscom AFB, MA U1731 8

14. MONITORING AGENCY NAME & AORESS(it different fromt Controlling Office) I5. SECURITY CLASS. (of this report)

IUnclasified
ISa. DECLASSIFICATION'DOWNGRADING

SCHEDULE

16. DISTRIBUTION STATEMENT (of this Report)

Approved for public release, distribution unlimited. p

7. KEYTRIWORD S TATEMEi N (o the. e abstracteentered in l B y lock ifn rm r)~ r)C

Concepts, Command and Control, Tactical Air Control System,
TACS-2000

20 ABSTRACT (Continue on rev-ir* old* If nocoear and IdenIty by block number)

>This report is based on efforts of the Electronic Systems Division
Deputy for Development Plans and the Rome Air Developmetnt Ce nte±r
Tactical Air Control Systemn (TACS)-2000 Working Group~.dirinste
period 25 Nov 80 until 6 Mar 61. It describes in general termis the
battlefield environment in which the future deployable Tactical Air
Control System (TACS) will be employed, goals and alternative
system concepts for the future TACS, and briefly assesses the ~*P

DD I ll7 1473 Unclassif ied ~f*
SECURITY CLASSIFICATION OF THIS PAGE (*%oen Dale Entered)



SECURITY CLASSIFICI TON OF THIS PAG(UWhn Daie Enee)

Block 20 Abstract Continued

"ability of the Air Force's current technology program 
to supporl

realization of the concepts.

Unclassified

SECUNITY CLASSIFICATION OF THIS PAGE(Wben' Date Entered)



PREFACE

This report is based on eftorts of the Llectronic Systems Division

Deputy for Uuvelopment Plans and tne Rome gkir Development Center

Tactical Air Control System (TACS)-2U00 WorKing Group during the

period 25 Nov dt until 6 Mar bl. It aescribes, in gener.l terms,

the battlefield environment in which the future deployable Tactical

Air Control System (TACS) will be employed, goals and alternative
system concepts for the future TACS, and briefly assesses the

ability of the Air Force's current technology program to support
realization of the concepts. The purpose of this report is to

serve as a catalyst for discussion among the planning,

technological, developmental, and user communities concerning

future tactical command and control.
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1. INTRODUCTION

1-1. A new class of sensor and weapons systems now in developinent,

suclh as the Precision Location and Strike System (PLSS), PAVE MOVER

System, and Wide Area Anti-Armor Munitions (WAAM), will bring major

clhanges to the tactical battletield of the future. These systems

are designed to efficiently detect, locate, identity, and destroy

large numbers of relatively small targets such as emitters anu

tanKs. They can store or predict target locations and later guide

stand-off weapons witL sutficient Kill radius to the appropriate

position.

1-2. In a major conflict, expeultious use by friendly torces of

the great quantity of timely surface target information which

future sensors make available will be critical to uattle outcome.

At the same time, should the enemy develop and deploy sensor and

weapons systems similar to those described in paragraph 1-1 (the

Soviet Union's history of borrowing from our successful

developments and its already massive Radio Electronic Combat (REC)

capability suggests the proDaibility of such Soviet developments),

in a counter command and control (C2 ) role, the positioning of

today's deployable Tactical Air Control System (TACS) will oe

impractical witnin the battle zone. Figure 1 depicts the essential

features of the current deployaule TACS which, for the purpose or

this report, includes all deployable Air Force coimnand ana control

system elements used in a theater to support airborne operations.

The term "command and control system" is defined as the facilities,

equipment, procedures, and personnel essential to a commander tor

planning, directing, and controlling operations of assigned forces

pursuant to the missions assigned. The C2 system includes

supporting commtiunications and intelligence functions.

1-3. Today's system is composed of:

a. Elements which are large, conspicuous, soft, unable to

move, and within reacn of the enemy's weaponry.
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U. Mannea elements wnich dre closely -Associated witzi enitter!.

C. Facilities and communications which tend to pdrdllel the

hierarchical command structure making that structuut readily

apparent to enemy analysis.

1-4. Today's deployable TACS depends on:

a. A few key facilities like the Tactical Air Control Center

for conducting C 2 functions.

U. Limited and interior back-up capabilities.

c. Communications which are typically of insufficient capacity

routed through vulnerable nodes.

1-5. In a high intensity conflict, present TACS elements will oecowe

increasingly vulnerable at the same time when the efficient use o

PAVE MOVER and simildr capabilities, on our part, puts a premiuti on

the availability and processing of information about the battle and

on the means for force control and direction. Current development

programs maKe few provisions for ensuring battle information will

be available during the degraded operations that can be expected

under combat conditions. Information systems which rely on

automation, yet have no back-up capability, become a liability when
they are lost. Figure 2 is a representation of the tactical

battlefield of the future with PAVE MOVER System, PLSS, and

WAAM-type capabilities deployed by both sides. Information will be

a major asset for the successful conduct of warfare. It must be

anticipated that both sides will invest in systems to obtain

information as well as in counter-systems to deny it to the other

side.

i-b. New ideas are needed to enable the deployable TACS to meet the

increased demand for information, and at the same time, survive ttie

intense threat forseen in a tuture major contlict. It is expected

that the contiqurdtion and operation ut the TAC6 will evolve to

take advantage of system concepts which permit increased

survivability through the applica,-ion of modern tecnnoloyy.
9
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2. BACKGROUND

2-1. Late in July 18u, the Air Force Systems Cotutand Directorate

of Command, Control, and Communications (AFSC/XRK) requested the

Electronic Systems Division Deputy for Deveiopinent Plans, Tactical

C3 I Systems Planning Directorate (ESD/A<T) develop a briefing whicl

would illustrate a concept for tne evolution ot trie future Tactical

Air Control System. The concept would be used to provide an

obiective goal to guide technology and systems acquisition. In

response, LSD/XRT prepared a strawman orieting for a concept called

TACS-20UU. It closely paralleled the ilijhly Distributeo concept

discussed in this paper. On 20 Aug 80, this concept was briefed to

an L-o level working group sponsored uy AFSC/XIZK, and incluDing

representatives from the Tactical Air Forces Interoperability

Group, Tactical Air Coftunand, United States Air Forces in Europe,

Pacific Air Forces, Air Force Systems Command, and Air Staff. Ttie

distributed system concept was endorsed uy the worKlnj group.

2-2. At a subsequent briefing, the Commander of the Rome Air

Development Center (RADC/CC) expressed the desire to make the Air

Force's command, control, and communications (C3 ) technology

program responsive to the new concepts. A joint ESD/XR and RADC

working group was formed to define and evaluate alternative

concepts capable of coping with the broad spectrum ot warfare

intensities which must oe considered wnen planning tecthnology

developments for a comprehensive capaoility sucn as a TACS. As a

point of departure, the scope of the working group effort was

limited to the deployable TACS. The group had four primary tasks:

a. Define the operating environment and goals for the future

deployable TACS.

b. Develop system concepts and subconcepts which satisfy the

environmental constraints and goals of the previous task.

c. Evaluate tne concepts and their associated suDconcepts.

11



d. Identify mtjor technologies required to implement

promising concepts.

2-3. This paper is based on the results of the working group effort.

The effort was accomplished in-house, intermittently over a period

of approximately three months.
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3. OPERATING 'NVIRONMENT AND GOALS

3-I. introduction.

This section describes the future operating environment

(assumptions, threat, sceiiario) and goals for the future deployable

Tactical Air Control System in general terms for use in defining

and evaluating alternative system concepts. '±'ne section covers:

a. Deployable TACS Definition.

b. AssumLptions.

c. Threat and Scenario: In general terms, the environiunt

in which the deployable TACS will De aeployed.

d. System and Activity Goals: Goals pertaining to tiie system,

as a whole and for eacn activity of the system (Air and 6urtdce

Surveillance and Identification, Force Management, Airspace

Control, and Communications).

3-2. Deployable TACS Definition.

The deployable Tactical Air Control System is defined as a set

ot assets, transportable worldwide, which allows the Air Force

Component Commander to effectively plan, direct, coordinate, and

control tactical air operations and to coordinate air operations

with the other services and allies. These operations include

offensive and defensive counterair and defense supression, close

air support, reconnaissance and surveillance, airlift, special

operations, and combat support dir operations (air refueling,

electronic warfare, rescue and recovery, psychological and chemical

warfare, and collateral operations).

3-3. Assumptions.

To establish a framework for pro3ecting the TACS into the next

century, the following assumiptions are made:

13



a. Tactical air operations will be generally the same as those

listed in paragraph 3-2. Details of the operatioiis may change due

to advancements in technology or in response to changes in the

threat.

b. The purpose of the TACS as defined in paragraph 3-2 will

be generally the same.

c. The principles of centralized control (authority and

responsibility vested in a silngle air counander with an established

line of succession) and decentralized execution (iigher echelons of

command define missions and tasks, lower ecnelons conuuct tile

operations) will be maintained.

3-4. Threat.

a. The threat to the deployable TACS is dependent on the time

ano theater of employment. The deployaule TACS of the future

should have the capability and be designed to respond adequately

(not necessarily perfectly) to tile spectrum of warfare to include

operation under the most severe threat expected. It should possess

a capacity for additional improvements should a greater actual

threat areise.

b. In general, the most intense threat to the aeployable

TACS will be encountered in a conflict witth our most capable

adversaries, the Soviet Union and its allies. in such a war, the

deployavle TACS will face:

(I) Highly capable tactical air forces.

(2) Rapidly moving and capable surface forces.

(3) Accurate missiles and long range guns.

(4) An effective enemy C2 structure.

14



c. In tne electronic domain, it can LXe expected tiiat the

ttireat will include:

(1) Surtace, airborne, and space-based jaitmers.

(2) Cnaft, deceivers, SIGINT, and EMP.

(3) Efticient theater-wide sensing and locating systems

capable of accurately mapping an C2 system and holding the

coordinates of C2 elements selected as targets.

(. The pilysical tnreat may include:

(1) Bombs (gravity and guided).

(2) Remotely guided wide area anti-armor type weapon. .

(3) Tactical nuclear, chemical and biological weapons.

(4) Anti-radiation missiles (ARM), anti-sdtellites (SAT),

laser and particle oeam weapons.

e. Lesser threats can be expected in conflicts involving second

and third world powers.

3-5. Scenario.

a. The deployable TACS must be capaule ot responding to a

variety of contingencies, ranging from peacetime operations through

counterrevolutionary, insurgency, and other low intensity conflicts

involving a limited geographical area, through theater conventional

and theater nuclear warfare. The initial spectrum of conflict and

intensity will vary depending on the specific location, threat, and

the enemy's political objectives. For the purpose of examination,

three distinct and representative phases are considered:

(1) Surge: The first Air Force actions in an emerging

theater. No US surface forces are yet deployed (presently in the

15



theater). The associateu Ce capability is relatively simple and

can be mwade ,uickly available. emphasis is on yuic , decisive, and

controlled action rather than Lull capability. DuLation ot t is

phase is generally ilmited.

(2) Build-up: Additional Air Force elements and joint

surface forces are introduced into the theater. The C2 needs are

expanding and may vary widely during this phase. This is a

transitional state.

(3) Sustained: Total theater-wide warfare involving

joint or combined operations. The associated Air Force C2

capability will be extensive and reach its most complex level. The

sustained phase will continue for the duration of the conflict.

0. Once action has been initiated, a considerauie period may

elapse before transitioning to a higher phase; or the transition

may occur rapidly, depending on the specitic situation.

Additionally, warfare in more than one phase may exist in the

theater at any given time. In any case, escalation ot the contlict

in intensity and enemy capaoilities is likely to occur as
tiostilities progress. During any phase, all assets within tije

theater may be subject to attack although the enemy will have to

pay a hiyhler price to reach those turther from the Forwaro Edge ot

the Battle Area (FEUA) or in defended areas. Lastly, pre-existing

assets may range from none to a major US or allied capability.

3-6. System Goals.

Capability goals for the deployaole TACS are presented here

for use in concept development and evaluation. They include goals

which pertain to the overall TACS and to each of its activities at

the total systems level. Activities are defined as the major jobs

to be done by the TACS. These activities are: Air Surveillance

and Identification, Surface Surveillance and Identification, Force

Management, Airspace Control, and Communications. Where speciflied,

particular goals may apply to some or all elements (sub-units) ot

the tuture TACS.

16



a. Survivability (physical): In all tactical wa-fare

environments, the system should:

(1) Be capable of avoiding or minimizing the effects of

physical attack.

(2) Be capable of sustdining C2 functions.

(3) Protect subsystems and elements at a level

coimnensurate with their function and importance.

(4) Be able to operate in varying intensities of combat.

b. Survivability (Chemical, Biological, and R{adiological (CSR)):

The system should be capable of maintaining operations in chemical,

biological, and radiological environments. CBR protection should

be an integral part of each element.

c. Survivability (Electronic). The system should operate in

an electronic countermeasure (ECM) environment without unacceptable

degradation.

d. Graceful Degradation. The system design should ensure

that the performance of the overall function diminishes gradually

as individual elements are lost by destruction or failure.

Essential functions must be sustained even if degraded. As

automated capabilities degrade, the system must be able to

concentrate on the most essential tasks. Finally, a rudimentary

capability to manually conduct selected functions should be

maintained. Tne system should permit the Air Force Component

Cominander the flexibility to determine which are the most essential

functions at the time and reassign his C2 assets accordingly.

e. Reliability and Maintainability. System availability

should not be limited to any significant extent by mean time uefore

failure (MTBF) or mean time to repair (MTTR). Subsystem

reliability should be commensurate with function and importance.

The system should:

17



(I) Utilize equipment designed to minimize system

failures, maintenance down time, and maintenance personnel

requirements.

(2) Be maintainable by military personnel.

(3) Include a system verification capability.

f. All environment operation. The system should be capable

of sustained operations in any theater and natural environment.

9. Interoperability. The system should:

(I) Be designed as a total functional entity. Subsystems

and elements, even if individually acquired, should be conceived,

configured, and developed as a distinct piece of a total

capability,

(2) Be designed for joint service operations.

(3) Be capable of interface with allied systems.

(4) Provide interface with other AF, theater and national

C2 systems.

h. Mobility. The system should:

(I) Be adequately mobile to xeep pace with forces being

supported (the primary purpose of mobility is intra theater

movement. The contriuution of mobility to element survivability

depends on the enemy's target detection to weapons delivery time-

cycle. In the future, as the enemy's cycle suortens, detectable

elements will quite likely find it increasingly difficult to outrun

this cycle).

(2) Provide for element set-up and tear-down commensurate

with mobility cycles of the function performed by that element. An

element that must move frequently should have relatively short

set-up and tear-down times. 18



i. Deployability. The system should:

(1) Be readily air transportable for worldwide Bse.

(2) Upon arrival in tneater, be capable of limited

operations in a partial or initial deployment contiguration and be

able to commence operations in a "stand alone" configuration or

integrated with existing systems.

j. Flexibility. The system should:

(I) Permit timely reconfiguration, while operating, to

changing situations ana needs particularly during, or in response

to, losses. It should permit the commander freedom to operate in

the way tnat he perceives best at the time.

(2) Be adjustable in size to meet small contingencies or

full scale conflict.

(3) Permit growth with the needs of the operation.

k. Supportauility. The system should:

(I) Use a minimum number of personnel (operations and

maintenance) reducing current TACS manning requirements.

(2) Permit reduced dependency on fossil fuels.

(3) Individual elements should be capable of sell-

sustained operations over a limited time period.

(4) Elements should carry their own power source.

1. The system should:
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(1) Use human engineering considerations to maximize

personnel etficiency.

(2) Incorporate built-in exercise generation capabilities

where practical.

(3) Be achieveaole through evolutionary implementation.

3-7. Activity Goals.

a. The TACS activities are:

(1) Air Surveillance and Identification: The process of
providing an accurate and current picture of the air situation.

(2) Surface Surveillance and Identification: The process

of providing an accurate and current picture of ground or ocean

surface activity.

(3) Force Management: The act of assessing situation;

planning; coordinating; allocating and directing tactical air

resources.

(4) Tactical Airspace Control: The support provided to
all tactical operations from takeoff to recovery witn a focus on

assisting friendly airborne weapons systems in intercepting air and

surface targets or carrying out their assigned missions.

(5) Coimmunications: The means for information exchange

among the surface and airborne assets of the deployable TACS and

between the TACS and weapons systems and external C2 systems.

Systems to accomplish each activity should not only meut the

overall system goals enumerated in paragraph 3-6 above, but in

addition, meet their own activity-unique goals. Activity goals

are:

20



b. Air Surveillance and Identification (ID)z

(I) Detect, track, identify, and classify all air targets.

(2) Provide a complete and current picture of the air

situation at ippropriate locations.

(3) Be capable of providing reliable threat alert and

assigning specitic tar,-ets (including their identification) to both

air and surface weapons systems.

(4) Provide for 3oint system-wide operations with other

service assets (Army, Navy, Marines).

c. Surface Surveillance and ID:

(1) Detect, locate, identify, and classify all fixed and

mobile targets of interest in a timely wanner. Timeliness

requirements will vary according to intormation usage.

Applications will range troin immediate ciosed-loop use in weapons

guidance to long term use in force management functions.

(2) Provide complete and current situation datd at

appropriate locations.

(3) Cooperate with other service sensor, fusion and

targeting operations.

d. Force Management:

(1) Enable the best use of available information for the

effective employment and management of all resources available to

the commander.

(2) Maintain present status and situation of enemy forces,

assigned forces, friendly forces, and operational environment.

21i



(3) Provide decision making aius to assist trie commander

assessiny the impact of alternative Uecisions.

(4) Provide mission planning and execution aids (grapnic

or tabular information).

(5) Provide automdted order generation and distribution.

(6) Provide mission assessment and status up-date.

e. Tactical Airspace Control:

(1) Provide continuous, timely, and adequate support

to aircraft (manned and unmanned) engaged in all tactical air

operations with a focus on assisting in the intercept of air and

surface targets.

(2) Provide airport traffic control, enroute control,

and navigation.

f. Communications:

(1) Provide assured connectivity.

(2) Provide adequate capacity.

(3) Provide the means to eliminate unacceptable delays.

(4) Provide adequate quality and intelligibility.

(5) Provide appropriate security for information as well

as preventing enemy traffic and operations analysis.

3-8 Other Functions.

In addition to the operating environment, system goals, and

activity-unique yoals, concepts tor the deployaoie TACS must also

consider the implications of and interfaces with otner tunctions.
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These implications dnd interfaces nave yet to be fully considered.

Some functions in this category include:

a. Mobility: airlift and air refueling.

o. Logistics: supply and maintenance.

c. Medical.

d. Personnel.

e. Training.

f. intelligence.

g. Weather.

23



4. SYS'EM CONCEgPTS

4-I. Introduction.

Six candidate concepts were developed, each independently, by

tne 'ACS.-2UOU working Group. Tney include:

A. The Airship concept: a unique concept calling for C2

eiements to oe located in high altLtudv (25K-3JK iaeters) rigid

oal loons.

D. 'To concepts, which rely extensively on a specific mode

of uperation.

(I) The remote concept postulates that tne ma3ority of

C2 functions can be carried out remotely trom a sanctuary area

outsidie the theater of war.

(2) In the Airframe Dependent concept, all C 2 elements

within the theater are located on aircraft. During the sustained

phase of warfare, the system operates with the majority of the

aircraft on the ground parked in revetments. A bacK-up airoorne

capability is availaule in times of emergency.

c. Three concepts characterized primarily uy distriouted

surface-based elements. These concepts also incorporate certain

features from other ioues of operation including remote and

airframe dependent. The three concepts span the spectrum of

distribution. They are distinguisied by their specific degree of

distribution and hence the survivability of their surface elements.

They are tne:

(I) Semi-Distributed concept.

(2) Distributed concept.

(3) Highly Distributed concept.
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d. Under eacn ot tne six concepts, suuconcqt[,s were developea

tor the areas of: Air Surveillance and IdentitILtion and Airspace

Control, Surface Surveillance and Identification, Force Management,

and Communications. in addition, the configuration of each concept

and subconcept was defined for the three postulated phases of

warfare: surge, build-up, and sustained.

4-2. Distributed Concepts.

a. The three distributed concepts will be presented first.

Here, the term "distributed" incorporates four thoughts:

(I) It refers to the overall systems level, not tne

internal element level (for example, the distribution of worK

stations within an element).

(2) Individual elements of the system are physically

separated trom each other.

(3) Functions are dispersed among elements in such a

manner that, as much as possible, each element can completely do

its assigned function.

(4) There is redundancy. That is, should any element

and its associated function be lost, that function exists elsewhere

within the system.

o. The concepts presented in this section represent discrete

points in a continuum of possible distribution. The Hiyny

Distributed concept and its associated subconcept and pnase

descriptions will ue presented first followed Dy the 'concepts of

lesser distribution: the Distributed and Semi-distributed.

4-3. Highly Distributed Concept.

a. Surge Ptiase.
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(1) The Surje phase ot the Highly Distributed concept

is depicted in f1UuLe 3 and represents the Air Force's tirst

presence in a t3ctical thelter. The concept tor tie year 200t

ditters little Lrom similar operations today. It is essentially a

long range totally airborne Tactical Air Control System capaoilit'

for the coimmand and control ot tactical air opierAtions witti ds many

tunctions as possible being carried out remotely.

(Z) Air and surface surveillance and identification

would be accomplished by a number of airborne sensors, netted

together to v)lop tne requireo air Aiid utac coverde. Output

trom this sensor system woild be co iined with other datla and

aisplayed aboard ,n airborne touce management aircrAtt Iocated in

the theater of operations. Only ejsential torce manayement ta.sKs

would -je carried our. in tne theater witr the remainder being

performed remotely. All commnunications within tne theater Ore

air-to-air. An airborne satellit-2 commiiunications (SATCUM)

capability is used to connect the airborne TACb with its home

station out of theater. All communications would be high caipacity,

secure, and jam resistant.

(3) Most of the airborne elements, which compose the

deployable TACS during the surge phase, would ue used during

operations in later phases as well. During the build-up and

sustained phaseis, airborne air surveillance sevsors extend the

coverage of surface-based radars. Airborne surface surveillance

sensors continue to be the primary source of surface situation

data. As certain areas of the tiheater transition through the

build-up into the sustained phase, the surge phase may shift to

other parts of the theater.

b. duild-up phase. During the build-up phase, the TACS

transitions from an airborne capability to a surface oaseu

operation by the time-phased introduction of the depLoyaule surtace

elements: utility communications elements, cominand and control

elements, radar elements, etc. Elements would be airlifted into

the theater in a sequenced manner to give a basic operating

capability from the beginning and a smooth transition trum airborne
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operations. Operations Lrom the surface elements could commence

almost iimnediately upon their arrival within the theater.

Capabilities would increase with the introduction ot additional

nujioers of elements. TACS operations and activity features during

the Duild-up phase are essentially the same as during the sustained

phase and ire described in the next parayrdph.

c. Sustained jnase.

(i) T,-, attdin survivauility ot commnand and control in

a hiqh threat environment, the ignly Distrivuted concept relles

upon distribution ot C2 functions, physical separation of elements,

and tre tlexibiLity to reconlgure durinq operations to reduce the

effects of enemy action. Reliance is placed on a utility

coimunications network to provide assured connectivity, unifying

the distributed functions intc an operating entity.

(2) Figure 4 is a representation ot the forward area

network of the Highly Distributed system. Although the system

would support automomous Air Force operations, it is designed to

operate as part of a joint service network. This is done to

provide the numbers of sensors and communications elements required

to assure system survivability in the high threat areas, to assure

full sensor coverage in the face of enemy countermeasures, and to

pool all available information on air and surface targets among the

services. in figure 4, a portion of the utility communications

system is depicted (5 mobile communications elements with a silent

spare in the center). Tile utility commLunications system ties

together all system sensors such as the mobile forward-area radars

and the airborne air and surface-oased sensors, as well as the

manned C 2 elements (two of which are depicted as tne leftmost

vehicles in the illustration). To provide a capability to move

with the joint forces and the flow of battle, most system elements

are mobile and carry their own power sources. Routine system

operations are automated to the greatest possible extent.

(3) Communications. The highly distributed concept

envisions a utility coituunications net which will operate as a

Z9
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3oint (and idealiy conuined) network to tie together the elements
ot the distributed C 31 system. It is designed to provide, with a

hign degree of assurance, the required capacity for its users.

Individual radiating elements cannot be hidden from sophisticated

sensors. ifo .tver, the network achieves survivability through a

multiple routing capability. In tnis concept, tne enemy is uiiAbLe

to linK individual comlmunications elements with the specitic

coaunanO and control elements they service. Individual elements

"nide in tne crowd" tare nuiterous and indistinct to the einy).

keing integrated witn a joint and allied network iucther:; this

oujective and tacilitates intormation exchange as well. TLIe

network is primarily deployed in the battlefield area equivalent to

ttie Army Brigade to Corps level. it would extend into thie torward

areas, to serve elements close to the front, by tying in with

appropriate Army nattallicn and lower echelon nets. At the rear,

it would oe connected withi more traditional forms oL

cominui ications. The network is composed ot mobile elements wnicii

automatically align their links selecting the coimiiunications mode

which propagates best at the time and location. Links would be

highly directional, primarily short range, and narrow beam with

longer hop options, such as troposcatter or SATCOM, available for

bridging gaps. Each link will transmit a continuous bit stream,

individually encrypted to protect traffic flow from enemy

exploitation. Customers way use additional end-to-end encryption

for data or voice requiring special protection. The net will be

selt-maintaining to include element location, link alignment, key

oistribution, and net entry. Automatic, network-wide routing,

frequently moving elements, and silent spares contribute to the

overall survivability of the cotmmunications network function.

Disassociating the communications elements from the commano and

control elements they serve increases the survivability of the

command and control function. The Highly Distributed

communications network, shown in tigure 5, has alternate routings

via SATCOM and troposcatter in use to maintain connectivity oue to

loss of some of the network elements. The silent spare in the

foreground is moving to replace one of the lost elument,. LUcurk:

jam resistant air-ground-air communications is facilitated by the

integration of ground-to-air radio or Joint Tactical Intormation

31
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Distribution System (JTIDS) terminals into the communications

elements.

(4) Air Surveillance and Identification and Airspace

Control.

(a) The Highly Distributed concept envisions that,

in the future, air surveillance is accomplished via a unitied

theater-wide system, accepting inputs froin all available sensors

(including joint and possibly allied) and serving all users (see

figure ,). The network is highly automated and does not depena on

operators for its routine functions. It processes and distributes

its information autouiatically with the information being tailored

to functional needs. In this way, forward area radars collectively

provide continuous overlapping low altitude coverage for all

targets over tie battle area. These radars frequently wovQ, enter,

and leave tne net. Some remain silent or operate in a passive mode

to increase enemy uncertainty, functional survival, and total

system performance. Airborne sensors such as the E3A tie into the

forward area net as integral elements. More traditional long-range

radars provide high altitude cover in the rear areas where

survivability is not as Oemanding. Air situation information

supplied to the user is tailored to meet his specific functional

requirements. Elements of the air surveillance network are

integrated on a "plug in" basis by the redundant, self-organizing,

utility type communications network described in the preceding

paragraph.

(b) Air identification is accomplished via the air

surveillance network. Once an initial identification ot the

aircraft has been made, by whatever means availaole (intelligence

input, point of origin, pilot report, etc.), the associated tracK

will be tagged with this information. The complete and contiguous

coverage availabie tram the system is a requisite for reilably

passinq identification to other theater elements or weapon systems.

The ability to alert air or surface based weapon systems, to cue

their sensors before they need to radiate, to assign them hostile

targets, and to prevent them from attacking friendly aircraft is an

33
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important capaility of the future which the air surveillance and

identification sy:stew will support.

(c) Tne air and surLace surveillance dnd

identification networks provide the intormation required to assi-gn

manned or remotely piloted aircraft to intercepts of air and

surface targets. Inoividual mission, rather than geograpihically,

oriented airspace control or flight toliowing elements support and

assist their assigned aircraft from takeoff through ldndin by

using air and surface surveillance information from wherever

available within the network. Alternatively, the system is capabLe

of providing digital data descrioing toe combat environment

directly to the airborne weapons. Data includes target

description, identification, and relative location, as well as

weaponis system position, threat location, weather, etc. and is

transmitted ground-to-air over JTIDS links.

(5) Surface Surveillance and Identification. Surface

surveillance and identification is accomplished in an analogous

manner to air surveillance and identification. A joint service

surveillance network accepts inputs from all available sensors ano

distributes the information with tle appropriate level of detail

and area coverage to all users. uses of this intormation range

from guiding aircraft to surface target interceptions to providing

a total theater-wide suriace situation picture to the Air Force

Component Commanaer. Figure 7 snows the Highly Distributeo surface

surveillance network.

(b) Force A4nagement.

(a) Survival of the force management capauility

in the high threat environment of toe future requires a distributed

operation. Force management functions must be distributed among

physically separated elements in such a manner as to permit the

flexibility to reconfigure or reassign functions during wartime

operations. Distributed functions require assured comununications

to enable tne force management capability to perforo as an entity.
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(b) In tile ilghly Distriuuted concept, the force

management function is performed uy a aistriuuteo system composed

of small, mouh.le eiements as in figured . Each element is

self-contained, carries its own power supply, and is modularized to

enable flexibility of employhtent and facilitiate systems

imurou/ements. Distributing the force i ,lnayement functions among

physically separated elements and providing for redundancy by

flexible assignment of back-ups enables the force management

function to absorb losses anJ, at the sa!,ie time, denies the enemy

confidence in a selective counter C2 attack. Primary and back-up

systems are kept up-to-date Dy distributing information as soon as

it is entered into the system. Functional modularity, redundancy,

and the ability of an element to shift functions allows essential

tasks to be maintained even in the event of major system losses.

All elements of the theater C2 system are tied together through the

utility cormunications network described in paragraph 4-3c(J).

Interface with the communications network is via fiber optics or

short range millimeter-wave. Disassociating the main tunctionii

elements from identifying coimnunications elements maxes them more

ditticult to detect. These features increase survivability,

provide a capability for graceful degradation, increase system

flexibility, and enhance coimwiand succession or change of location.

4-4. Distributed Concept.

a. Surge ano Build-up Phases. In the surge and build-up

phases, the operation of tile Distributed TACS is no different trom

that described for the Highly Distributed TACS (paragraph 4-3a and

4-3b). During the surge phase, the deployable TACS consists of an

airborne capaoility with remote support. The build-up phase sees

the TACS transition from an airborne to a primarily surface based

capability.

o. Sustained phase.

(I) Like the Highly Distributed concept, the Distributed

concept relies upon distribution of C 2 functions (although not to

the same extent), physical separation of elements, and iexlluility
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to reduce the effects of enemy action. However, it assumes tnere

will be locations within the theater that will ue relatively saLe

from the enemy's weaponry. The primary differences between the

Highly Distributed and the Distributed concepts lie in the air

surveillance and communications activities.

(2) Figure 9 depicts a portion of the Distributed

deployable TACS in operation. In contrast to the Highly

Distributed system, it is an autonomous Air Force operation

although it uses available information provided by joint services.

Like the Highly Distributed concept, vehicle-mounted elements carry

tneir own power and permit great mobility and rapid deployment.

Elements are separated by distances as dictated Oy the ttreat. in

low threat areas, they may be clustered for convenience while in

higher threat areas, they are dispersed so they must De

individually targeted by the enemy even if he uses nuclear or C

weapons.

(3) Commiiunicat ions.

(a) Distributed operations facilities are connected

by inobile communications elements which can serve more tnan one

user anu have a multiple link capability. In figure 10, the

communications element in the center foreground is maintaining

line-of-sight (LOS) links to another communications element and to

an airborne relay and conventional troposcatter links to 3oint

torces in the foward areas and to adjacent Air Force units. Not

shown are local area communications (tiber optics, millimeter-wave

or wire) to using C 2 elements. Communications survivability is

enhanced by the use ot multiple, encrypted, highly jam-resistdnt

links. For those torward links to the weapon systems and front

line operators, airborne relays in addition to conventional ta' or

troposcatter, are used. For inter theater communications in areas

removeu from tne nigh threat area, existing types ot links will be

used. Satellite communications, fiber optics, UHF, VHF, HF,

troposcatter, and wire all play their part where needed.

Lorununications out of the theater rely heavily on satellites, iF,

and land lines it availaule.
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(b) The Listriouted communications network is

an upgrade of present capaoilities with more mobility, redundancy,

ai-d ECM resistance. iiowever, it remains a point-to-point system

whobe elementb oetray tne location and function ot tbe command and

contLol elements they serve. The unilateral Air Force aspect of

tns concept limits the number of coimnunications elements wnich can

be made available.

(4) Air Surveillance and Identification and Airspace

Control. As in the previous concept, the air surveillance picture

is developed by netting individual sensors. The users of air

surveillance information are supplied with data displays tailored

to tneir needs (for example: functional, geographic, or uoth).

Unlike the previous concept, the Distributed system relies on long

range radars and airborne sensors to develop the air situation

picture. The long range radars are truck mounted, self contained,

and have a maximum electronic counter countermeasures (ECCM)

capability. The airborne sensors provide low altitude coverage of

the forward areas tuat connot be covered by the long range radars

due to the earth's curvature and terrain masking. Figure II snows

two truck mounted radars in operation. The radars are connected

into the theater net through the communications vehicles shown.

Also depicted are two vehicles containing operators using air

surveillance information uerived from the net for warning and

airspace control.

(5) Surface Surveillance and Identification. Surface

surveillance and identification are done in an analogous manner to

air surveillance and identification. The primary difference

between surface surveillance and identification in this concept and

that of the highly distributed concept is that here the surface

surveillance and identification network is an Air Force rather tnan

a joint asset. Information is supplied to the net via Air Force

sensors only. However, processed information from the net is

exchanged w;ith )oint services. A portion of the Distributed

surLace surveillance network is shown in figure 12. IndividuaL

sensors are tied into the network via the i-obile communications

elements.
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tb) Force Management. The distributed torce management

system itself is similar to the Highly Distributed system. Figure

13 depicts the Distributed force manayement system.

4-5. Semi-distriouted Concept.

a. Surge anU duild-up Phases. In the surge phase, tn Semi-

distributed concept is an airborne capability identicial to tthat

described in paragraph 4-3a. Transition between the surge and

sustained phases is accomplished as described in puragraph 4-3D.

b. Sustained Phase.

(I) As the name implies, the Semi-distributed concept is

less distributed than the preceding concepts. Like the Distributed

concept, it assumes there will be locations within the theater

which are largely sate from enemy weaponry. In the

Semi-distributed concept, structures and functions are dispersed in

shelters over some local geographic area, suchi as in the vicinity

of an airbase. Each shelter is separated from the others by a

great enough distance so each must be individually targeted by the

enemy using conventional weapons. One such cluster ot slielters is

depicted in figure 14. Shelters are readily transportable,

although not necessarily self propelled, and incorporate integral

CBR protection. Because of the concentration of elements and

shelters into local area groupings, the Semi-distriuuted TACS must

be far removed from areas of concentrated enemy action for

survivability.

(2) As in the Distributed concept, the air surveillance

picture is developed mostly from airborne sensors and supplemented

Dy long range radars. Surface surveillance is primarily

accomplished by airborne sensors. Each shelter is connectea within

the cluster by a local area communications net. Clusters are in

turn linked together by the theater commnunications networK. The

Semi-distributed system would exchange processed information witn

3oint service and allied systems.
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(3) Communications. As shown in Figuru 15, intra cluster

communications links connect the dispersed elements within the

cluster. Fiber optics, millimeter-wave, or wire are used to

provide a secure and redundant network. Inter cluster

conununications are provided by a variety of modes including

troposcatter, SATCOM, HF, VHF, UHF, or airborne relay.

Survivaoility of these point-to-point coimnunications is increased

by redundancy. The specific type of link used for out of theater

communications depends on location, electronic and physical threat,

and amount of traffic. Satellite communications or land lines,

with [IF as a limited back-up, are employed as in the other

concepts. because tne elements of the Semi-distributed system are

removed as far as possible from the battle area, communications

forward to tne weapons and sensor systems presents a major

challenge. The use of airborne relays, HF, UHF, and data links

with adaptive antennas and advanced ECCM techniques are mandatory.

(4) Air Surveillance and Identification and Airspace

Control. The air surveillance and identification and airspace

control activities use the same sensor networK as in the

Distributed concept. As shown in tigure 16, air surveillance

coverage of the forward areas relies on the use of airborne sensors

supplemented by long range radars from the vicinity ot the

clusters. In areas of intense threat, the clusters will be removed

tromi the action for survivability. Therefore, heavy reliance is

placed on the airborne sensors and tne information provided by

joint services for developing an air situation picture over tne

battle area.

(5) Surface Surveillance and Identification. Ttnis network

depicted in figure 17, is the same as in the previous concept.

(6) Force Management. The torce management function

is performed in the same manner as it is today, except torce

management personnel are physically dispersed and Key people

separated to prevent single shot destruction of c major portion of

the command structure. As in the other concepts, force mangemnent

processes are autouadted to increase the timeliness and accuracy ot
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the decision and command function. Configuration of the force

management systemn is shown in tigure 16.

4-b. Airship Concept.

a. During the sustained phase of warfare under the airship

concept, shown in figure 19, all deployable TACS elements are

located in high altitude (z5K-3uK, meters) rigid balloons stationed

hundreds ot kilometers froin the tront. 'hese balloon-mounted

elements move under their own power to the theater of operations

during the build-up phase. The surge phase of the airship concept

is the same as the surge phase of the distributed concepts

described in paragraph 4-3a.

b. Mounting TACS capabilities on airships facilitates

deployments and permits long time on station. The airship TACS

operates above most weather. The airships are large, keeping

physical and functional distribution to a minimum. Sensors for air

and surface surveillance and identification are mounted on the

balloons and supplemented by airborne radars. Force management and

airspace control activities are accomplished by personnel on-board

the airships. In addition, some functions are accomplished

remotely. The TACS is tied together by an intra fleet secure, )am-

resistant laser, extremely high frequency (EHF), or super high

frequency (SHF) commtunications network.

4-7. Remote Concept.

In the remote concept, the majority of TACS activities are

accomplished out of the theater during all phases of warfare. The

only TACS elements located within the theater are the air and

surface surveillance sensors themselves. Sensor information is

transmitted from the theater via satellite, other communications

repeaters, or cable to the remote TACS facility (which is either

permanently located in the US or in several facilities located in

relatively secure areas worldwide). All force management, Air:;),.ice

control, and sensor management activities are located in these

tacilities. Instructions are relayed back into the theater to the
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deployed weapons and sensor systems. The viability of this concept
is largely dependent on assured, long range commnunications. The

remote concept is shown in figure 2U.

4-6. Airframe Dependent Concept.

Figure 21 depicts the airframe dependent concept. In this

concept, deployable TACS elements are located on-board dedicated

aircraft. Surge phise operations are identical to those descriued

in para 4-3a. Once airfields have been secured, the airframe

mounted elements of the TACS operate primarily on the ground, from

parking ramps on airfields. The capability to return to airborne

operations exists should tne threat dictate. Air and surface

surveillance activities rely on airborne sensors to provide the
necessary coverage. Force mangement and airspace control stations

are located on the airframes as well. Communications tying the
system together are the same as described in paragraph 4-5b(3).

5
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5. CONCEPT EVALUATION

5-1. Introduction.

The concept evaluation considers the technical feasibility of

each concept and how well each satisfies the goals presented in

Section 3. The most promising concepts are reconuitended tor further

pursuit. All concepts are believed to ye technically feasiule uy

the year 2000 timeftrame with the exception ot the Airship concept.

Its feasirllity is questionable. There is no known effort underway

at the present which looks at the means for lifting heavy payloads

to very high altitudes using Airshiips. Technical risK associated

with the distributed concepts increases with the degree ot

distribution. Cost implications of the alternative concepts were

not assessed.

!-2. Assessment.

A subjective assessment of how well tthe concepts descrioed in

the previous section meet the goals of Section 3 is presenteu in

table I. A "ten must" evaluation scheme is used where, for each

goal, the concept that comes closest to meeting the goals is given

a score ot ten. Other concepts which meet the goal less well score

lower on a scale of i to I. The score presented at each

concept-goal intersection of table 1, represents an evaluation of

the concept against the specified goal during the sustained ptiase

ot warfare (with warfare intensities ranging from insurgency to

theater conventional through theater nuclear warfare). The surge

phase of each concept is essentially the same (an airborne

capability). Tne ouild-up phase was not evaluated cue to time

constraints. E:valuation of the goals of reliability,

maintainability, and interoperability requires a level of detail

not presently available in the concepts. Therefore, these goals do

not appear in table I. The following paragraphs present speci ic

comments concerning the evaluation of each concept dealing

primarily with survivability ill the high threat environment.
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5-3. Surge Phase, All Concepts.

The maneuverability of the TACS airborne elements provides

,)mwe .i:;ur(-! of protection. Fiyter cover may be used to increase

the physical survivability. Individual airborne radars will be

easily located by the enemy and jammed or attacked depending on

enemy capabilities. The number of airborne elements required to

assure survivability of the capability is dependent on tne specific

threat. Friendly airbases are required within a reasonable range

to support this airborne capability.

5-4. Sustained Phase.

a. Highly Distributed Concept.

(I) The Highly Distributed concept was developeu to

assure survivability of command and control in the face ot an

intense enemy threat. When coping with lesser threats, deployable

TACS elements may safely operate closer together. As an example:

in countering an insurgency, force managment elements might be

parked together in a group for convenience.

(2) Survivability of the coauttunications system and, to

a certain extent, the surveillance systems (both are composed of

emitting elements), is enhanced by the unique nature of the utility

communications system, the number of emitters, ana by the ability

to "hide in the crowo". ,tiiitters should be aliKe. The greater the

number of emitters, the more survivable the system. Theretore,

joint deployment of like equipment ennances system survivability.

Conversely, unless there is joint service participation in the

acquisition and operation of the Hlghly Distriouted communications

equipmeint and compatible surveillance sensors, the full

capanilities of this concept connot be realized.

b. Distributed Concept. The Uistributed concept assumes

the deployable TACS will have the option ot standing oft trom an

intense threat, and that areas sate enough for its type of

operations will exist within the theater. Airborne sensors will oe
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lucrative targets for the enemy. Unless their survivability can be

enhanced through technology and self-protection systems, reliance

on them for forward area coverage is questionable. The

communications system is an advanced version of the point-to-point

system available today and relies on redundancy of point-to-point

links for survivability.

c. Semi-distributed Concept. As in the Distributed concept,

the Semi-distributed TACS also assumes the ability to trade

distance from the action for survivability and the existance of

sanctuary within the theater. If it is within reach of enemy

weaponry, the Semi-distributed system is the most vulnerable of the

distributed concepts. Its viability in tactical nuclear warfare is

questionable at best. If the enemy denies the use of airborne

sensors, air surveillance coverage of the forward areas will be

greatly degraded and become primarily an Army function. Long-range

radars alone will not cover the lower altitudes due to terrain

masking and the earth's curvature.

d. Airship Concept. Physical survivability of the Airship

concept in sustained general warfare scores poorly. Limited

numbers and maneuverability combined with large size and

detectability reduce the survivability of the Airship concept.

e. Remote Concept. The Remote concept relies on satellites

or cable, with HF as a very limited back-up, to connect the TACS

activities at the remote locations with the sensors and weapons

systems within the theater. This communications thread out of the

theater is vulnerable to disruption by physical attack or

electronic means. Either can be mounted by a sophisticated enemy.

Thus, to rely on it for providing the total TACS services is risky.

However, as a feature of more comprehensive concepts, remoting

certainly has applications for selected functions.

f. Airframe Dependent Concept. In addition to being housed

in soft high value assets (aircraft), the Airframe Dependent

concept suffers from the same vulnerabilities as the

Semi-distributed concept when operating in its sustained mode
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(parked on airfields). Because of limited sustainability,

capacity, and supportauility, the ability to maintain a totally

airborne TACS capability for certain periods and in certain areas

does little to contriuute to the survivability of this concept

during prolonged large scale warfare against a major enemy.

g. Although increased survivability is a feature of all

three distributed concepts, it is a matter of degree with the

highly Distributed being the most survivable in nigh threat areas.

As pure concepts, tne Remote and Airframe Dependent do not

demonstrate improved survivaoility. However, sonme features ot

these concepts are useful for incorporation within the distributed

systems. The limited survivability of the Airship concept in any

large scale warfare and the question of its technological

feasibility negates it as a candidate for further study.
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6. TECHNOLOGY ASSESSMENT

b-1. Introduction.

This section highlights TACS-200U desired capauilities and

solutions for implementing those capaoilities and assesses txne

degree to which the capabilities and solutions are supported oy

Known technology programs. The set of capabilities and solutions

presented here is not exhaustive but represents what are considerea

to be the m ore essential subjects. A set of capabilities

appropriate to all distributed concepts and phases of warfare are

presented first in paragraph 6-3: General Capabilities, All

Distributed Concepts. Thereatter, each activity area is described

in terms of desired capabilities and possible solutions for the

surge and sustained phases of the highly Distributed, Distributed,

and Semi-distributed concepts.

6-2. Annotation.

Current technology programs have been subjectively evaluated

to determine how well they support capabilities and solutions for

each concept. The list has been annotated in the following manner:

(A) An adequate technology program exists to accomplish the

desired capability or solution.

(P) Only partial solutions for TACS-200U appear to be offered

by the Known prograins addressing the capability or solution.

(N) There are no known programs of consequence addressing

the capabilities or solutions for TACS-2U10.

6-3. General Capabilities, All Distributed Concepts.

The following capabilities are applicable to all distributed

concepts.
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a. Provide metnods for functional distrioution and

integration. (N)

b. Provide the means to support integrated operation of

distributed functions. (P)

c. Provide sufficient automation to perform tne functions at

required rate ana volume with minimum manpower. (P)

d. Provide metnods for transitioning functions from one phase

or mode (airborne, remote, ground) to another. (N)

e. Develop a unified information handling concept serving

tne total system which will provide for acceptance and integration

of elements, subsystems and interfaces. (N)

f. Provide a system capability for continued operation in a

CBR environment. The possibility of self-contained, autonomous

operations for limited periods should be considered. (P)

b-4. Air Surveillance and Identification And Airspace Control.

a. Capabilities appropriate to all concepts and phases.

(1) Detection of small low altitude, low velocity

targets against a clutter background and multipath environment. (A)

(2) Unambiguous tracking of highly maneuvering objects

in d target rich environment. (P)

(3) Identification and classification of noncooperative
targets. (P)

(4) Provide for the above capabilities while operating

in a highly sophisticated electronic and physical threat

environment. (P)
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(5) Provide a surveiliance system wnich exploits the

synergistic effects of multiple sensors teediny and using ai coimon

net. (P)

O. Some solutions for the surge phase, all distriouted concepts:

(I) Airborne sensors, netted together to provide tully

automated tracking, possibility using remote "high flyers" close to

the forward areas. (P)

(2) Controllers located in the sensor aircraft or in

separated "control" aircraft depending on the size and intensity of

the conflict. (A)

(3) High resolution short range sensors to provide

warning of impending close-in attack leading to evasive action. (A)

(4) Adaptive waveforms. (P)

(5) Automatic beam forming control and waveform selection

for the specific jou to be done. (A)

c. Some solutions tor the sustained phase, Highly Distributed

concept:

(1) An integrated surveillance network which ties together

data from all available sensors and provides information to all

users anywhere in the net. (P)

(2) Contiguous coverage from redundant, low cost, possibly

unmanned, sensor elements, having low altitude coverage with good

subclutter rejection and small target detection capability. (N)

(3) Elevated antennas for greater coverage. (N)

d. Some solutions for the sustained pnase, distributed concept:
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(i) Long-range hijnhy jam resistant mobile grouna rauars

tor air surveillance, ID, and airspace control. (A)

(2) Netting of ground-based arid airborne sensors [or tully

automated tracking. The radar signal or antenna could De used for

the net communications. (A)

(3) Items 6-4b(4) and b-4b(5) above apply to the ground

radars.

e. Some solutions for the sustained phase, Semi-distributed

concept: This concept has the same solution set as the Distributed

concept except that the ground radars are only transportable. (A)

b-5. Surface Surveillance and Identification.

a. Capabilities appropriate to all concepts and phases.

(I) Detect, classify and identify surface targets and

target systems. (A)

(2) Provide tracking of targets and target systems. (P)

(3) Provide the capability to use and manage multimedia

sensors in a common syste. (N)

(4) Provide a real time targeting data flow. (P)

(5) Provide survivability for the unique air and ground

assets thdt make up the surface surveillance system. (P)

b. Some solutions in the surge phase, all distributed concepts:

(I) MuLtimedia sensor correlation [or the detection,

classification, 1b, and tracKing of targets. (N)

(2) Maximum onboard sensor processing to ease

communications re'uirements and improve jam resistance. (P)
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(3) Use of remotely piloted vehicles (RPVs) for

sensor platforms. (P)

(4) Sensor management and exploitation and weapons

control done from airborne platforms. (N)

(5) Directional data link antennas for signal protection

between sensor platforms and user. (A)

c. Some solutions for the sustained phase, all distributed

concepts:

(1) The solutions are the same as in the surge phase except

that sensor management and weapons control is to be done frot

ground stations.

(2) The protection of the ground station is pdramount.

This can be accomplisned by remoting, working through the "utility"

communications net, point defense, locating outside the high threat

area, or some combination of these. (P)

b-6. Force Management.

a. Capabilities appropriate to all concepts and phases.

(I) Provide software for user friendly man-machine

interface, information exchange, applications support, and decision

aids. (N)

(2) Maintain multiple and distributed data base content

and time integrity, access control, and multilevel security. (P)

(3) Ensure automatic data distribution to users as the

data becomes available. (N)

(4) Provide for acceptance of heterogeneous machines

within the system. (P)
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( ) Provide means for the control and supervision of

the system. (N)

r0. Some solutions for the surge phase, all distributed concepts:

(I) Essential critical data is carried onboard. The

rest of the data and processing is done at a remote location. (N)

(2) Standardized functional modules which can oe

programmed for specitic jobs. (N)

(3) Maximum automation of the onboard functions to

reduce the number of people required. (N)

(4) Emphasize the use of fault tolerant systems. (P)

c. Some solutions for the sustained phase, all distributeu

concepts:

(1) Accomodate the hierarchical coimnand structure while

allowiny flexibility for the relocation and reassignment of

functional elements throughout the distributed system as required

tor survivability. (N)

(2) Maintain tailored data bases in the theater as needed

to perform the mission and interface with remote datd bases. (P)

(3) Elements are to oe self-contained buildiny blocks

proyraumable- for the required function or suutunction. (The degree

of mobility varies with the concept). (N)

(4) Shelters that do not have uniquely identitianle

signatures. (N)

b-7. Communications.

a. Capabilities appropriate to all concepts and phases.
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(I) Provide assured communications (voice and data) for

airuorne operations, to and among forward weapons or sensors and

control elements in a hostile environment. (A)

(2) Provide netted user communications (voice and data)

through multiple levels to and among forward, tneater, and remote

elements in a hostile environment. (N)

(3) Provide assured long distance communications (voice

and data) with tne rear areas, commensurate with neeas, in a

hostile environment. (A)

(4) Deny meaningful signal intelligence (SIGINT) data

to the enemy. (P)

b. Some solutions for the surge phase, all distriuutea concepts:

(1) Primarily line of sight systems with HF as a

backup. (A)

(2) Beam forming antennas. (A)

(3) A form of spread spectrum modulations. (A)

(4) Combined voice and data. (A)

(5) Links tnat go between radar type sensors could be

integrated into a radar communications system. (N)

(b) A system of warning (ESM or other) that will enaule

evasive action it a communications emitter comes under direct

attack. (P)

c. Some solutions for the sustained phase, Highly Distributed

concept:

(1) A "utility" communications network that serves dll

TACS elements in tne theater. (N)
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(4) Air Force elements of the network arL! a part ot a

joint service theatr-wide system consisting of "ook alike"

elements. (N)

(3) Semi-autonomous operating elements witn relocataule

system control. (N)

(4) Rapidly relocatable elements requiring no coimnunications
operators or maintenance personnel. (N)

(5) Automatic, self aligning antennas capable of

multimode transmission or reception. (N)

(6) The network automatically maintains connectivity
and load disLribution among its elements. (P)

(7) All emissions are the same and continuous so
that eachi element is a "look alike" to SIGINT. (N)

(8) Elements provide the intertace for ground-to-air radio

linKs; Lorward-area,joint service radio networks; and lony-haul

intrc and inter theater communications as in other distributed

concepts. (P)

(9) A common intertace "plug" throughout the system. (P)

(10) All links are independently encrypted tor trans-

mission security. (P)

(11) Each, classified user has nis own encryption systeat
tor nis information security. (A)

(J. Some solutions for the sustained ptiase, vistrivuted

concept:

(1) CotmiunicatLons equipment is mounted on trucks or
vans lor rapid movement tnroughout the theater. (N)
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(2) Although there are no operations on the move, a

rapid set-up and tear-down capability is needed. (P)

(3) Local area communications are to be over fiber

optics or millimeter wave links. (A)

(4) Longer distance intra theater communications are to

be done by fast setup, self-aligning, troposcatter or satellite or

airborne relay or line-of-sight systems with HF as a limited

backup. (P)

(5) Antennas are to be of the highly directional, beam

steering type with low sidelobes. (P)

(6) Same as 6-7b(3), through 6-7b(5) above.

e. Some solutions for the sustained phase, Semi-distributed

concept: The same solutions as for the Distributed concept except

6-7d(l) and 6-7d(2). In this concept, the cominunciations equipment

is contained in transportable modules. (A)

b-8. Summary.

a. In air surveillance and airspace control, there is a

fairly well organized program that supports the capabilities and

solutions of the Semi-distributed and Distributed concepts. If the

objectives of current and proposed programs are realized, the

majority of the technical questions should be answered. This is

not the case in the Highly Distributed concept where low cost,

forward area radar nets capable of providing low altitude coverage

are contemplated.

b. The surface surveillance activity appears to be well

covered in sensor development. But, a distributed systems approach

for the processing and use of individual sensor data is lacking.

This holds true in all portions of the distributed spectrum and is

not concept dependent.
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c. The force management activity represents a ma3or

operational and technological challenge which is not yet receiving

an appropriate amount of attention. Regardless of the concept,

basic systems and tecnnological problems exist. They only oecome

more complex as the force management system is distributed into

smaller elements.

d. Communications is very concept dependent. There are

many prograins addressing solutions for the Semi-distributed and, to

some extent, the Distributed concepts. However, in the Highly

Distributed concept, very little is underway.
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7. CONCLUSIONS

Distributed systems tied together by assured coiuitunications

offer the best means for the survival of conand and control in a

wartime environment. The most appropriate degree ot distribution

for a given conflict is largely dependent on the scenario and

threat. The deployaule TACS, which is designed to operate

throughout a variety of conflict intensities, must nave time

flexibility to permit operations in all tnreat environments. Given

the probaole capabilities of future Soviet sensor and weapons

systems, intra theater sanctuary required by the lesser distriuuted

Tactical Air Control Systems cannot be guaranteed in any tuture

major confrontations. If time deployaole TACS is to be capaule of

operations in the most intense threat environment, it must be

highly distriouted.
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8. RECOMMENDATIONS

Additional systems research into highly distriuuted systems

should ue pursued to develop a greater understanaiig o t:ne

features, means, implications, and costs involved. This research

should include tne impact of those functions listed in parajraplti

3-8. In addition, an appropriate portion ou the C3 technology

etfort should be directed towards demonstrating the teaslbility ol

lighly distributed operations particularly:

a. Survivaule distriUuted information systems includin.j:

(1) Data bases

(2) Data distriuution

(3) System control,

b. Assured coimmunications to unite the operation includiny:

(I) Utility networks

(2) Multifrequency adaptive antennas

(3) Automatic load distribution and connectivity.
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9. APPENDIX A

TACS-200U WORKING GROUP MEMBERS

ESD/XRT Maj John Morris
Mr Otto Wecli

ESL)/ARC Lt Steven EnKe
Lt Brian McKeon

RADC/DC Capt inanuel Sive

RADC/IR Mr Lawrence Odell
Mr Randy Hoffman

RADC/IS Lt Col Wolfgang Goethert
Lt Clyde Shook

RADC/OC Mr Durwood Creed

Mr Ronald Raposo

RADC/XP Mr Don Brantingharn

TACSO-E Ma) Robert Iversen

MITRE Corp Mr Frederick Fllersick
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